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Keynote Address from AF Chief of Staff, General Normal Schwartz

· Innovation and emerging technologies and their implications for national security

· Adversaries need only a slight loss in vigilance on our part to do us great harm

· Technologically relevant and secure

· Cyberspace is a formal warfighting domain

· Strategic thinking is a team sport. USAF must be a technological leader.

· Armed Forces are not about proprietary – yes, this is a natural conflict with industry.

· Pursue cost effective solutions that create advantage on the battlefield.

· What about ERP? Not many have been successful. Points to the need to underpromise and overdeliver.

· The acquisition process has become unforgiving.  DoD needs career acquisition professionals
· We need to play both defense and offense in cyberspace

· Cyber and Space are both network and engineering intensive disciplines

· Offer a full range of options.

· There will be resource pressure

· Less proprietary; More plug and play.

BG Mark Schissler, Director of Cyber Operations
· There is not a lot of strategic thinking in the cyber arena. We’re too focused on the immediate (tyranny of the urgent).

· For an example, look at the Business Week article on NASA (11/20)
· 50% of intra-Asian ‘net traffic flows through the United States
· Cyber operations offer tremendous promise for use in irregular warfare and major combat operations.

· Nov 2005; equipment failure in the field due to fake microchips

· Cyber activity nearly always precedes kinetic activity

· There is no sovereignty in cyberspace

· Cyber espionage costs $25 - $100B per year. There were 80,000 incidents in DoD alone.

· Classic thinking is not enough, we need new thinking.

· Is security part of our day to day business?

· Cyber is too broad for one service to handle alone.  

· Cyber is too broad for just the DoD to handle.

· Most exchanges in the future will be more cyber and less kinetic.

· What are the major challenges cyber command faces?

· USAF is growing enlisted and officer cyber career fields.
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